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On the Job Competency Assessment Using Specific
Human-Machine Interaction Measurement Tools

Adrian Schwaninger, Anton Bolfing, Saskia M. Koller, Stefan Michel

This document contains the summary of work package 4 of the EU funded VIA Project (see
www.viaproject.eu for details). The main aim of this work package is to investigate how to increase
the efficiency in x-ray screening and how to enhance the human-machine interaction in x-ray
screening, especially regarding image display technology. In this document, the results of 12
studies are summarized. Detailed results for each study can be found in separate publications

available at http://www.viaproject.eu/results.php.

Introduction

Visual cognition and object recognition studies have shown that an object can only be
recognized if it is similar to something you have seen before (Graf, Schwaninger, Wallraven, &
Biilthoff, 2002; Schwaninger, 2004b, 2005a). The consequences for x-ray screening are illustrated
in Figure 1. Each of the depicted bags contains a threat object and each one looks quite different in
the x-ray image than in reality. This is one reason why many threat items are difficult to recognize
without training. A second reason is that several objects are not known from everyday experience,
which accounts at least for the self defense gas spray depicted in Figure 1c and the improvised
explosive device (IED) depicted in Figure 1d. Additionally, some threat objects may bear
resemblance to harmless objects when seen in an x-ray image. For example the switch-blade knife

depicted in Figure 1b resembles a pen or a laser pointer. Another problem is impaired recognition



resulting from viewpoint changes (e.g., Koller & Schwaninger, 2006; Schwaninger, 2004b, 2005a).
If an object is depicted from an unusual viewpoint, it becomes difficult to recognize. This is

illustrated in Figure 2. Most people have already seen each of the three objects in real life.

Figure 1. Different types of threat items in x-ray images of passenger bags. a Electric shock
device, b switch blade knife, ¢ self defense gas spray “Guardian Angel”, d improvised
explosive device (IED).
However, if seen from an unusual viewpoint like at the top, most people have great difficulties in
recognizing the images without training. These examples illustrate the importance of initial and

recurrent training to achieve and maintain a sufficient level of x-ray image interpretation

competency.
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Figure 2. Objects are difficult to recognize when depicted from an unusual viewpoint.

How to measure x-ray image interpretation competency using
tests built into CBT

The importance of airport security has increased dramatically in the last years. Large
investments into x-ray screening technology have been made in order to cope with the changed
terrorist threat situation. However, the most expensive equipment is of limited value if the humans
who operate it do not have the x-ray image interpretation competency which is needed to detect
threat objects in x-ray images of passenger bags quickly and reliably. Two studies are presented to
illustrate how x-ray image interpretation competency can be measured using tests built into
computer-based training (CBT).

In the study conducted by Koller, Hardmeier, Michel, & Schwaninger (2007) the X-Ray
Competency Assessment Test (X-Ray CAT, Koller & Schwaninger, 2006) was used to measure X-
ray image interpretation competency. The test contains 256 x-ray images with different threat items
categorized into guns, knives, IEDs and other threat items (e.g., gas, chemicals, grenades etc.). The

threat objects have been selected and prepared in collaboration with experts of Zurich State Police,



Airport division to be representative and realistic. The X-Ray CAT is integrated in the X-Ray Tutor
CBT system and takes about 20-30 minutes to complete. The test is very reliable, as indicated by
Cronbach’s Alpha > 0.85 and split half reliability scores > 0.8 (Schwaninger & Koller, 2006). In
the study conducted by Koller et al. (2007), screeners were tested before and after six months of
weekly recurrent CBT using X-Ray Tutor (XRT). A control group of screeners was tested as well

but this group did not receive training with XRT. As can be seen in Figure 3, there were large
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Figure 3. Detection performance with standard deviations for the XRT training group vs. the
control group comparing first and second measurement for image set A and image set B separately.

increases in detection performance for the XRT training group, for threat items that were contained
in training (set A). This training did also transfer to detecting new threat objects that were not
shown during training (set B). The control group, which did not receive XRT training, did not show

such improvements, neither training nor transfer effects were found.



Koller, Hardmeier, Michel, & Schwaninger (2008) have conducted a more detailed analysis
to investigate how well airport security screeners can detect guns, knives, improvised explosive
devices (IEDs) and other threat objects in x-ray images of passenger bags before and after 3 and 6
months of recurrent (about 20 min per week) computer-based training (CBT). Two experiments

conducted at different airports gave very similar results (compare Figure 4 and Figure 5). Training
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Figure 4. Detection performance with standard deviations for the XRT training group vs. the control group
comparing first, second and third measurement for sets A and B and each threat category separately.

with X-ray Tutor (XRT), an individually adaptive CBT, resulted in large performance increases,
especially for detecting IEDs. While performance for detecting IEDs was initially substantially
lower than for guns, IEDs could be detected as well as guns after several months of training. A

large transfer effect was observed as well: Training with XRT helped screeners to recognize new



threat objects that were similar in shape as the trained objects (image set B). The results were
compared to two conventional CBT systems, which are not adaptive and do not feature a large
threat image library. For one system no training and transfer effects were observed (control group
in Figure 4) whereas small training and transfer effects were found for the other conventional CBT
system (control group in Figure 5). Thus, while XRT is a very effective training tool, other CBT
systems that are not individually adaptive and do not have a large threat image library are not

effective.
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Figure 5. Detection performance with standard deviations for the XRT training group vs. the control group
comparing first, second and third measurement for image sets A and B and each threat category separately. Very
similar results were obtained as in Figure 4 even though a different airport was tested with a different security
company and a different CBT for the control group.



How to increase the efficiency in x-ray screening using CBT
based on the results of studies conducted at different airports

The studies presented above clearly show that adaptive CBT such as XRT featuring a large
threat image library and individually adaptive algorithms to combine threat items with bags is a
very effective tool for increasing x-ray image interpretation competency of security officers. This
was confirmed by a study involving TNO as independent evaluator (Michel, de Ruiter, Hogervorst,
Koller, Moerland, & Schwaninger, 2007). The aim of this study was to investigate the effect of
adaptive computer-based training for increasing the detection of guns, knives, improvised explosive
devices (IEDs), and other prohibited items. 97 airport security screeners of a European airport
participated in this study. At the beginning of the project, all airport security screeners conducted
the X-Ray Competency Assessment Test (X-Ray CAT). Thereupon they received adaptive
computer-based training (CBT) for about 4 months using X-Ray Tutor (XRT). Then they
conducted the X-Ray CAT the second time in the middle of the project. This was followed by about
4 months of CBT and a third test with X-Ray CAT at the end of the project. The goal was that each
screener conducts at least one 20 minute training session per week. Substantial increases of
detection performance were found as a result of training. As in the studies mentioned above, the
training effects were depended on the threat category (guns, IEDs, knives and other prohibited
items). Again, the largest training effects were found for IEDs, which were detected about as good
as guns after several months of training. Additional analyses showed that training not only leads to
an increase of detection performance but also results in faster response times when an x-ray image

contains a threat object (Figure 6). Thus, consistent with the results reported above, recurrent CBT



can be a powerful tool to increase efficiency in x-ray image interpretation by airport security

screeners if it is adaptive and if it features a large threat image library.
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Figure 6. Reaction times and standard deviations of hits (correctly answered as NOT OK) broken up
by threat category and test date.

Threat image projection (TIP) is a software function of state-of-the-art x-ray equipment.
This technology allows inserting fictional threat items (FTIs) into x-ray images of passenger bags
during the routine baggage screening operation. If a large threat image library is used, TIP can
provide a reliable measure of operational performance (Hofer & Schwaninger, 2005). Schwaninger,
Hofer, & Wetter (2007) have investigated, whether adaptive CBT using XRT results in increased
TIP performance. In a study with 72 screeners, there was a highly significant partial correlation
between the amount of CBT and the increase in TIP performance. The TIP performance increases
were not due to exposure to TIP images, since there was no significant partial correlation with
amount of TIP images seen. An ANCOVA using TIP detection performance after six months of

recurrent CBT as a dependent variable further confirmed the effectiveness of X-Ray Tutor for
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Figure 7. Mean detection performance and mean standard errors in TIP data of 72 screeners. For
security reasons, y-axis values have been multiplied with an arbitrary constant.

increasing operational performance of security officers. As can be seen in Figure 7, TIP
performance increased substantially with increasing amount of training with XRT.

Michel, Koller, & Schwaninger (2008) analyzed data of 381 aviation security officers from
four European airports to investigate the relationship between level of detection performance and
amount of CBT using XRT. The training with XRT begins at the lowest difficulty level showing
threat objects in easy view in bags of low complexity and with little superposition by other objects.
Image difficulty is then increased by changing these parameters adapted to each individual
screener. Michel et al. (2008) found a very high correlation between the amount of training hours
and the achieved XRT level (r = .93). Additional analyses conducted with data from 89 Canadian
airports showed that XRT level is highly correlated with x-ray image interpretation competency.
Figure 8 shows the results obtained from European airports where the X-Ray Competency
Assessment Test (X-Ray CAT, Koller & Schwaninger, 2006) was conducted at the beginning of the

VIA Project (Test 1) and after about one year of adaptive CBT (Test 2) using X-Ray Tutor (XRT).
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Figure 8. Detection performance with standard deviations for airports A-l1 measured in 2007 before weekly
recurrent CBT with XRT was introduced (Test 1) and one year later (Test 2). Airport A served as benchmark because
XRT was operational since 2003. The number of screeners that participated per airport is indicated in brackets.

The different airports are indicated by letters A-1. Airport A provides a benchmark, since at
this airport, recurrent training with XRT is being conducted since 2003. As can be seen in Figure 8,
there were large differences in x-ray detection performance between the different airports at the
beginning of the VIA project. After about one year of recurrent CBT with XRT, large performance
improvements have been found at all airports and the differences between them became much
smaller. These impressive results demonstrate that recurrent CBT can be very effective and
efficient to achieve and maintain a common standard in x-ray image interpretation competency at

different airports.
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How to enhance the quality of human-machine interaction,
especially with regard to image display technology

X-ray screening of passenger bags is one of the core elements in aviation security in order
to prevent terrorist attacks. Large investments have been made into new technologies, for example
for introducing multi-view x-ray systems. Because of several x-rays, multi-view systems provide
more than one x-ray image of the same passenger bag and hence present the security screener
multiple perspectives of that bag. Von Bastian, Schwaninger, & Michel (2008) have evaluated the

benefit of multi-view x-ray systems compared to state-of-the-art single-view x-ray equipment.

Figure 9. (a) A single-view trial containing a knife in a difficult rotation and high superposition and (b) the
corresponding multi-view trial. In the second view of the multi-view trial, the rotation of the threat object is easy and
the superposition low. As a consequence, the knife is much easier to recognize in the image on the right.

Single- and multi-view x-ray images of passenger bags were presented to 32 novices who had to
decide if the bag contained a prohibited item or not. The results showed that multi-view x-ray

systems lead to a higher detection performance of prohibited items in difficult conditions, such as
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when it is rotated in a non-canonical manner or superimposed by other objects. This is illustrated in
Figure 9. In the single-view condition (a) it is difficult to detect the knife. In the multi-view
condition (b), where a second view is provided, the knife is much easier to recognize. Additional
analyses showed that reaction time was longer in the multi-view condition compared to the single-
view condition in this study that was conducted with novices. However, as the results of Michel et
al. (2007) showed (see above), response time can become faster through training.

State-of-the art x-ray screening systems offer a variety of so-called “image enhancement”

functions (IEFs). Examples are color inversion, edge-enhancement, organic only, metal only etc.

Figure 10. “Image enhancement functions” in cabin baggage screening. GR = Grayscale, LH = Luminance High,
LL = Luminance Low, LN = Luminance Negative, MO = Metal Only, MS = Metal Stripping, OO = Organic Only, OS
= Organic Stripping, SE = Super Enhancement, OR = Original or standard image (control group).

IEFs are often promoted because they would bring out detail that is obscured or highlight certain

features, such as for example organic content. Michel, Koller, Ruh, & Schwaninger (2007) have
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investigated the usefulness of IEFs for cabin baggage screening (CBS) and hold baggage screening
(HBS) in airport security. A total of 443 cabin baggage screeners of one European airport
participated in this study. A between-subjects design was used to compare the effect of nine IEFs
on detection performance compared to the standard original image (OR), see Figure 10 for
examples. It was found that detection performance of screeners was best, when the standard image
(OR) was provided. As can be seen in Figure 11, some IEFs impaired detection performance

substantially.

Detection Performance (A')
|

GR LH LL LN MO MS OO OR O0OS SE

Enhancement

Figure 11. Effect of "image enhancement functions" on detection performance in cabin baggage screening. IEFs
were tested between participant groups: GR = Grayscale, LH = Luminance High, LL = Luminance Low, LN =
Luminance Negative, MO = Metal Only, MS = Metal Stripping, OO = Organic Only, OS = Organic Stripping, SE
= Super Enhancement, OR = Original or standard image (control group).

Similar results were found for hold baggage screening. Data of 83 hold baggage screeners
of the same European airport were analyzed. Due to the smaller sample size only 5 IEFs (GR, LN,

00, OR, OS, SE filters) and the OR image could be tested. Again, the OR image resulted in the
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best detection performance, whereas all IEFs resulted in lower detection performance of screeners.
Together with previous work (Klock, 2005), these results highlight the importance of
systematically studying the usefulness of IEFs in order to optimize human-computer interaction in
X-ray screening.

To complement these studies of experienced screeners, Ghylin, Schwaninger, Drury,
Redford, Lin, & Batta (2008) have conducted a study with sixty-six novices and six different image
enhancements. Data obtained utilizing image enhancements in a carry-on bag x-ray screening task
were analyzed to determine whether and how image enhancements affect performance. Results
indicated a significant worsening of performance, A’, between Original images and Negative
images, but no performance differences for the other enhancements. There was little overall
performance learning taking place on the task. More detailed analysis by splitting response times
into search and non-search components revealed little more enhancement effect, but a reduction in
false alarm response time as the task progressed. It appears that the locus of lack of positive effects
of enhancements is not just a function of familiarity with the current screen view. The
enhancements considered provided no benefit to the detection of threat objects even for novice

users.
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Image-based factors that affect the detection of threat items in
X-ray images defined

Schwaninger (2003) and Schwaninger, Hardmeier, and Hofer (2004, 2005) have identified
three image based factors which affect human threat detection performance significantly: View

difficulty, superposition, and bag complexity (see Figure 12).

sy -—
View Difficulty Supeosition Bag Complexity

Figure 12. lllustration of the image-based factors view difficulty, superposition, and bag complexity.

Schwaninger, Michel, & Bolfing (2007) have developed automated image measurements
for these image-based factors, while bag complexity was described by the amount of clutter and
opacity in an x-ray image of a passenger bag. Four experiments were conducted which allowed
developing a statistical model that is able to predict image difficulty based on these image based
factors. Experiment 1 is a replication of earlier findings confirming the relevance of image based
factors as defined by Schwaninger et al. (2005). In Experiment 2, significant correlations between
human ratings of image based factors and human detection performance was found. In Experiment
3, image measurements were applied and significant correlations between them and human
detection performance were revealed. Moreover, significant correlations were found between the
image measurements and corresponding human ratings, indicating high perceptual plausibility of
the image measurements. In Experiment 4, it was shown using multiple linear regression analysis

that the image measurements can predict human performance as well as human ratings can. Figure
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12 shows the adapted formulae as specified in Bolfing and Schwaninger (2007) and the
corresponding linear model to predict detection performance (DP) by the linear weighted sum of

view difficulty (VD), superposition (SP), clutter (CL) and opacity (OP) plus the residual R

DP = BVD+ f,SP + B,CL+ ,0P + R
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Figure 14. Linear model to predict human detection performance (DP) based on view difficulty of an object shape
(D), superposition by other objects (SP), clutter (CL) and opacity (OP) of the passenger bag x-ray image.

(unexplained variance). This model is very powerful and provided the basis for the large study
conducted in collaboration with QinetiQ at 5 European airports in order to investigate the relative
importance of image based factors and training for threat detection performance of human
operators in airport security x-ray screening. Experiment 1 of that study was based on a random
sample of roughly 16’000 records of threat image projection (TIP) data of one European airport.
Main effects analyses showed that image based factors can substantially affect screener detection
performance in terms of the hit rate (identification of fictional threat items, FTIs). There were

strong effects of FTI1 view difficulty (rotation of FTIs) and superposition of FTIs by other objects in
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the x-ray image of a passenger bag confirming earlier results by Schwaninger et al. The amount of
opacity in the x-ray image of a passenger bag had a small although significant effect on detection
performance. The two image based factors clutter and bag size did not have a significant effect.
Experiment 2 was conducted using an offline-test in order to provide controlled and more detailed
data for analyzing the image based factors from Experiment 1, as well as the human factor amount
of training with X-Ray Tutor (XRT). In particular the individual factors’ main effects on detection
performance, main effects of all factors taken together and factor interactions were analyzed. In the
test design the following image-based factors were varied systematically: Threat (FTI) category
(guns, knives, improvised explosive devices, other threats), view difficulty, superposition, bag
complexity (a combination of opacity and clutter) and bag size. Data were collected from 200
screening officers at five sites across Europe. For screener training all five sites use the same
computer-based training system (XRT). Consistent with the results obtained in Experiment 1, there
were large main effects of threat (FTI) category, view difficulty, and superposition. Again
consistent with Experiment 1, effects of bag complexity (opacity and clutter) and bag size were
much smaller. In addition to Experiment 1, the number of computer based training (CBT) hours
was available for each security officer participating in the study. Training turned out to be a key
driver to improving threat detection performance in x-ray screening and seemed to mediate the
effects of some image based factors. In fact, amount of hours of CBT could predict detection
performance almost as well as all image-based factors together.

Bolfing, Halbherr, and Schwaninger (2008) have further developed the image
measurements and the linear model originally defined by Schwaninger, Michel, and Bolfing
(2007). Figure 15 (left) shows, that the most recent model using automated image-measurements of

the image-based factors threat item view difficulty, threat item superposition, bag complexity
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(clutter and opacity) and bag size can predict screener detection performance with a correlation of
R = .83. The two human/demographic factors amount of X-ray image interpretation training and
age were examined, too. A model based on these two variables could predict screener detection
performance also with a correlation of R = .83 (Figure 15, right) confirming the importance of
training for achieving and maintaining a sufficient x-ray image interpretation competency. There

was also a small negative partial correlation between age and performance, which is consistent with
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Figu re 15. Scatter plots illustrating the correlation between predictions based on image-based factors (left) and human factors
(right). Linear regression was used to determine the standardized predicted values (x-axes) to predict observed detection
performance d' (y-axis). The correlations are given by R values.

earlier findings reported by Riegelnig and Schwaninger (2006). However, detailed analyses of
Bolfing et al. (2008) showed that older screeners fully compensated age-related effects by more

training.

Summary

In order to detect threat and other prohibited items reliably and quickly in x-ray images,

screeners must know which items are prohibited and what they look like in x-ray images of
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passenger bags. This requires training, because many objects are not known from everyday
experience and because objects often look quite different in an x-ray image than in reality.

In order to verify whether screeners have the necessary x-ray image interpretation
competency, it is important to conduct reliable, valid and standardized tests. This can be achieved
for example by using computer-based tests built into CBT. The studies conducted in work package
4 showed that CBT can be a very powerful tool to increase x-ray image interpretation competency.
X-Ray Tutor (XRT), an individually adaptive CBT with a large threat image library, resulted in
large increases of detection performance, which was shown in 8 different studies involving 10
airports and 7 different security companies/organizations. Training with XRT helped screeners
detect threats they knew from training and also new threat items. Such training and transfer effects
were not found for two other widely used CBT systems, most probably because they do not contain
a large image library and are not individually adaptive. It was also shown, that training with XRT
results in better operational performance measured by threat image projection (TIP) technology.

The studies on how to enhance the quality of human-machine interaction, especially with
regard to image display technology showed that recent multi-view x-ray systems can help screeners
detecting threats in x-ray images especially in difficult conditions when objects are rotated and
superimposed by other objects. In contrast, so-called image enhancement functions do not help
screeners. Two studies showed that they in fact decrease detection performance which illustrates
how important it is to conduct studies on human-machine interaction before certain functions are
introduced to security checkpoints.

The last section summarized the results of four papers on how image-based factors and
human factors influence detection performance. It was possible to develop image-measurements to

determine effects of view difficulty, superposition and bag complexity (clutter and opacity). A
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linear model based on these image measurements could predict x-ray image difficulty very well.
Separate analyses showed that training (mediated by age) is also a very important factor, which is
consistent with the results on how to increase the efficiency in x-ray screening using CBT based on
the results of studies conducted at several different airports:

Altogether, these studies have provided a detailed understanding of image-based and human
factors that determine detection performance in x-ray screening, which is very valuable for

achieving and maintaining common standards in aviation security.
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